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1. [bookmark: _Toc245633471][bookmark: _Toc243302984][bookmark: _Toc242160856][bookmark: _Toc351472795][bookmark: _Toc352152381]Introduction
0. [bookmark: _Toc245633472][bookmark: _Toc243302985][bookmark: _Toc242160857][bookmark: _Toc351472796][bookmark: _Toc352152382]Purpose
Outlook uses Public Key Infrastructure (PKI) digital certificates to support encrypted and digitally signed e-mail.  This capability is called Secure/Multipurpose Internet Mail Extensions (S/MIME).
A smart card is an authentication token that contains a microprocessor that securely stores PKI keys and digital certificates.  When activated with a personal identification number (PIN), the smart card utilizes the keys stored on the card to perform cryptographic functions, such as cardholder authentication, digital signatures, and encryption.  If your ID badge has a gold chip on the front of the badge, then your ID badge is a smart card known as the Personal Identity Verification (PIV) Card.
[image: Image of an NIH ID badge issued to Cookie Monster.  The badge has an embedded gold computer chip located at the bottom center portion of the badge.]
[bookmark: _Toc245633408][bookmark: _Toc351472814][bookmark: _Toc351640489]Figure 1:  Personal Identity Verification (PIV) Card
The purpose of this guide is to provide instructions for using a smart card with Outlook.  Section 2 explains how to configure Outlook to use digital certificates.  Section 3 provides step-by-step instructions on sending and receiving digitally-signed and encrypted e-mail messages.  
[bookmark: _Toc242160858][bookmark: _Toc243302986][bookmark: _Toc263152743][bookmark: _Toc351472797][bookmark: _Toc352152383]Scope
The procedures described in this document are specific to Windows XP and Windows Vista computer systems. 
[bookmark: _Ref263258612][bookmark: _Toc351472799][bookmark: _Toc352152384]Configuring Outlook to Use Smart Card Certificates
	[image: Warning Icon]Warning
	Whenever you receive a new smart card or obtain new digital certificates, you need to follow the instructions in this section to make sure that Outlook is configured to use your new certificates.

	[image: Picture of of two hands (left and right) each holding a Blackberry PDA.]BlackBerry Owners
	To read encrypted e-mail on a BlackBerry, the BlackBerry S/MIME client software and your certificates must be loaded on the BlackBerry.  See the Smart Card BlackBerry Configuration Guide for more information.


Configuring Outlook to use your smart card certificates for encrypted and digitally signed e-mail is a three-step process.
1.   Check if Outlook is pre-configured to use your smart card certificates.
2.   [bookmark: _Ref263248385]Configure Outlook to use your smart card certificates.
3.   [bookmark: _Ref263248410]Use Outlook to publish your smart card certificates to the Global Address List (GAL).
0. [bookmark: _Ref263231281][bookmark: _Ref263257096][bookmark: _Toc351472800][bookmark: _Toc352152385]Examining Current Outlook Certificate Settings 
	[image: Information icon]Information
	Outlook may have been pre-configured to use your smart card certificates when the smart card reader and associated ActivClient software (called PIV middleware) was installed on your computer.


[bookmark: _Ref263256709][bookmark: _Ref263258735]Insert your smart card into the smart card reader for your computer.  The side with the gold chip (see Figure 2) should be facing up and this end inserted into the reader.  Figure 2 is an example of this process using an external USB reader.  Your reader may be different.  Review the documentation supplied with your reader for further instructions.
[image: Diagram showing how smart card is inserted into a generic USB smart card reader.  The side with the gold chip is facing top/out and arrow from the end with the gold chip points to the opening in the reader.]
[bookmark: _Ref263430989][bookmark: _Toc351472815][bookmark: _Toc351640490]Figure 2:  Inserting a Smart Card into a Reader


[bookmark: _Ref263249947]From the Inbox - Microsoft Outlook window, click Tools→Trust Center.
[image: Microsoft Outlook main window showing the Tools drop-down menu with Trust Center highlighted and about to be selected by cursor.]
[bookmark: _Toc351472816][bookmark: _Toc351640491]Figure 3:  Outlook 2007 Tools Drop-down Menu
When the Trust Center window appears, select E-mail Security in the left pane, and click Settings in the right pane.
[image: Outlook 2007 Trust Center window.  The window is divided into two side by side panes.  The left pane contains the following choices:  Trusted Publishers, Add-ins, Privacy Options,E-mail Security (which is selected and highlighted), Attachment Handling, Automatic Download, Macro Security, and Programmatic Access.

The right pane is divided into four sections, entitled:  Encrypted e-mail, Digital IDs(Certificates), Read as Plain Text, and Script in Folders.

At the bottom of the window are two buttons: OK and Cancel.

What is significate about this graphic is that at the bottom of the Encrypted e-mail section is a drop-down menu entitled Default Setting, which includes names of previosuly defined security settings and, to the right of the row, a Settings button, which is highlighted and about to be selected by the cursor.

]
[bookmark: _Toc351472817][bookmark: _Toc351640492]Figure 4: Outlook 2007 Trust Center Window

When the Change Security Settings window appears, select ActivClient Certificates in the Security Settings Name drop-down box.  Next, verify that the Signing Certificate and Encryption Certificate text boxes are pre-populated and that the following check boxes are selected:
· Default Security Settings for this cryptographic message format
· Default Security Setting for all cryptographic messages
· Send these certificates with signed messages
If the ActivClient Certificates drop-down setting is missing or incomplete, proceed to Section 2.2 to configure Outlook.  Otherwise, click OK and proceed to Section 2.3 to publish your e-mail encryption certificate to the GAL.
[image: Change Security Settings window.  

The significant aspect of this graphic is the drop-down menu for Security Settings Name contains two entries: ActivClient Certificates (which is being selected by the cursor and highlighted) and MySettings.  

The window appears as follows:

The top section  of the window is for Security Setting Preferences.  At the top of the section is an expanded drop-dowm menu for Security Settings Name that contains two entries: ActivClient Certificates (which is being selected by the cursor and highlighted) and MySettings.  

Beneath the drop-down menu are two check boxes, one for Default Security Settings for this cryptographic message format, that is selected, and one for Default Security Setting for all cryptographic messages, that is also selected.  

Beneath  the check boxes are four buttons: Security Labels, New, Delete, and Password (which is grayed out).

The bottom section of the window is for Certificates and Algorithms, beneath which is two text boxes and two drop-down boxes of information.  The first text box is for Signing Certificate, which includes a grayed out box containing the grayed out subject name of an already selected signing certificate, along with a Choose button.  The second box, which is a drop-down box is for Hash Algorithm. The third box (which is a text box) is for Encryption Certificate, which includes grayed out text of the subject name of an already selected encryption certificate, along with a Choose button.  The last box, which is a drop-down box is for Encryption Algorithm and shows 3DES.

Under the boxes is a selected Send these certificates with signed messages check box.  Finally, at the bottom-right, are an OK button and Cancel button.


]
[bookmark: _Toc351472818][bookmark: _Toc351640493]Figure 5:  Outlook Change Security Settings Window
0. [bookmark: _Ref263243231][bookmark: _Ref263248478][bookmark: _Toc351472801][bookmark: _Toc352152386]Configuring Outlook to Use Smart Card Certificates
1. Insert your smart card into the smart card reader (see Section 2.1, Step 1).
Access the Change Security Settings window (see Section 2.1).
If the Change Security Settings window appears, click New.
[image: Change Security Settings window.  

The significant aspect of this graphic is that the drop-down menu for Security Settings Name is blank and the New button is highlighted and about to be selected by the cursor.

The window appears as follows:

The top section of the window is for Security Setting Preferences.  At the top of the section is a drop-down box for Security Settings Name that is blank.  Beneath the drop-down box, is a second Cryptographic Format drop-down box that shows S/MIME.  Beneath the drop-down boxes are two check boxes, one for Default Security Settings for this cryptographic message format that is cleared, and one for Default Security Setting for all cryptographic messages, which is greyed out and cleared.  Beneath the check boxes are four buttons: Security Labels, New (which is highlighted and about to be selected by the cursor), Delete (which is grayed out), and Password (which is grayed out).

The bottom section of the window is for Certificates and Algorithms, beneath which are four text boxes of information.  The first text box is for Signing Certificate, which includes a a blank box along with a Choose button.  The second text box is for Hash Algorithm that is greyed out. The third text box is for Encryption Certificate, which includes a blank box along with a Choose button.  The last text box is for Encryption Algorithm that is greyed out.

At the bottom of the window is a selected  Send these certificates with signed messages check box.  Finally, at the very bottom-right, are an OK and Cancel button.


]
[bookmark: _Toc351472819][bookmark: _Toc351640494]Figure 6:  Adding New Security Settings in the Change Security Settings Window
	[image: Information icon]Information
	The Change Security Settings window may be empty or pre-populated with previously defined security settings.


In the Change Security Settings window, type a name in the Security Settings Name drop-down box to identify this new setting (e.g., My PKI).  Click the Choose button associated with the Signing Certificate text box. 
[image: Change Security Settings window.  

The significant aspect of this graphic is the drop-down menu for Security Settings Name now shows My PKI and the Choose button associated with Signing Certificate is highlighted and about to be selected by the cursor.

The window appears as follows:

The top section  of the window is for Security Setting Preferences.  At the top of the section is a drop-down box for Security Settings Name that shows MyPKI.  Beneath the drop-dpwn box, is a second Cryptographic Format drop-down box that shows S/MIME.  Beneath the drop-down boxes are two check boxes, one for Default Security Settings for this cryptographic message format that is cleared, and one for Default Security Setting fo all cryptographic messages, which is cleared and grayed out.  Beneath the check boxes are four buttons: Security Labels, New , Delete (which is grayed out), and Password (which is grayed out).

The bottom section of the window is for Certificates and Algorithms, beneath which are four text boxes of information.  The first text box is for Signing Certificate, which includes an empyt box indicating no signing certificate is selected, along with a Choose button (which is highlighted and about to be selected by the cursor).  The second text box is for Hash Algorithm, which is grayed out and has an associated empty drop-down box. The third text box is for Encryption Certificate, which includes an empty box indicating no encryption certificate is selected, along with a Choose button.  The last text box is for Encryption Algorithm, which is also grayed out and has an associated empty drop-down box.

At the bottom of the window is a selected  "Send these certificates with signed messages" check box.  Finally, at the very bottom-right, are an OK button and Cancel button.



]
[bookmark: _Toc351472820][bookmark: _Toc351640495]Figure 7:  Creating MyPKI Security Setting
When the Select Certificate window appears, select your smart card digital signing certificate and click OK.  
[image: The Select Certificate window shows Select the certificate you want to use.  Beneath this text is a table with two rows (in this example) and five columns: Issued to, Issued by, Intended Purpose, Friendly name, and Expiration date.   All the cells in the table are filled in.  The significant aspect of this table is that one row has 11/21/2011 as the expiration date (same as PIV Users certificate noted elsewhere) and the other row has 9/2/2010 as the expiration date.

The row with the expiration of 11/21/2011 is highlighted (selected).

At the bottom of the window are three buttons:  OK (which is highlighted and about to be selected by the cursor), Cancel, and View Certificate.]
[bookmark: _Ref263239247][bookmark: _Toc351472821][bookmark: _Toc351640496]Figure 8:  Selecting a Smart Card Signing Certificate
	[image: Caution Icon.]
Caution
	If the Select Certificate window shows multiple certificates (e.g., Figure 8), see Section 2.5 for instructions on how to determine which one is your smart card digital signing certificate.  


When the Change Security Settings window re-appears, click the Choose button associated with the Encryption Certificate text box. 
[image: Change Security Settings window.  

The significant aspect of this graphic is the Security Settings Name drop-down box shows "My PKI";  the Signing Certificate text box contains the grayed out subject name of the previously selected certificate and the Choose button associated with the Encryption Certificate text box is highlighted and about to be selected by the cursor.

The window appears as follows:

The top section of the window is titled Security Setting Preferences.  At the top of the section is the Security Settings Name drop-down box that shows "MyPKI".  Beneath the drop-down box is the Cryptographic Format drop-down box that shows "S/MIME".  Beneath the drop-down boxes are two check boxes, one for "Default Security Settings for this cryptographic message format," that is clear, and one for "Default Security Setting for all cryptographic messages," that is cleared and grayed out.  Beneath the check boxes are four buttons: Security Labels, New, Delete (which is grayed out), and Password (which is grayed out).

The bottom section of the window is titled Certificates and Algorithms, beneath which are two text boxes and two drop-down boxes..  The first text box is titled Signing Certificate, which includes a grayed out box containing the grayed out subject name of the previously selected signing certificate, along with a Choose button.  The next box, a drop-down box, is titled Hash Algorithm and displays SHA1. The third box is the Encryption Certificate text box, which indicates no encryption certificate has been selected, along with a Choose button (which is highlighted and about to be selected by the cursor).  The last box, a drop-down box, is titled Encryption Algorithm, which is also grayed out.

At the bottom of the window is a selected check box titled "Send these certificates with signed messages".  Finally, at the very bottom-right, are an OK button and Cancel button.



]
[bookmark: _Toc351472822][bookmark: _Toc351640497]Figure 9:  Adding Encryption Certificate to My PKI Security Setting
When the Select Certificate window re-appears (see Figure 8), select your smart card encryption certificate and click OK.
	[image: Caution Icon.]
Caution
	If the Select Certificate window shows multiple certificates (e.g., Figure 8), see Section 2.5 for instructions on how to determine which one is your smart card encryption certificate.  


When the Change Security Settings window re-appears, ensure that the Default Security Settings for this cryptographic message format, Default Security Setting for all cryptographic messages, and Send these certificates with signed messages check boxes, are all selected, then click OK.
[image: Change Security Settings window.  

The significant aspect of this graphic is the Security Settings Name drop-down box shows "My PKI";  the Signing Certificate text box contains the grayed out subject name of the previously selected certificate; and the OK button is highlighted and about to be selected by the cursor.

The window appears as follows:

The top section of the window is titled Security Setting Preferences.  At the top of the section is the Security Settings Name drop-down box that shows "MyPKI".  Beneath the drop-down box is the Cryptographic Format drop-down box that shows "S/MIME".  Beneath the drop-down boxes are two check boxes, one for "Default Security Settings for this cryptographic message format," that is clear, and one for "Default Security Setting for all cryptographic messages," that is cleared and grayed out.  Beneath the check boxes are four buttons: Security Labels, New, Delete, and Password (which is grayed out).

The bottom section of the window is titled Certificates and Algorithms, beneath which are two text boxes and two drop-down boxes..  The first text box is titled Signing Certificate, which includes a grayed out box containing the grayed out subject name of the previously selected signing certificate, along with a Choose button.  The next box, a drop-down box, is titled Hash Algorithm and displays SHA1. The third box is the Encryption Certificate text box containing the grayed out subject name of the previously selected signing certificate, along with a Choose button.  The last box, a drop-down box, is titled Encryption Algorithm, and contains the value 3DES.

At the bottom of the window is a selected check box to "Send these certificates with signed messages".  Finally, at the very bottom-right, are an OK button, (which is highlighted and about to be selected by the cursor), and Cancel button.
]
[bookmark: _Toc351472823][bookmark: _Toc351640498]Figure 10:  Finalizing My PKI Security Setting
[bookmark: _Ref263248502][bookmark: _Ref263257435][bookmark: _Ref263423336][bookmark: _Toc351472802][bookmark: _Toc352152387]Publishing Certificate to the GAL
	[image: Information icon]Information
	Others need your encryption digital certificate to send you encrypted e-mail.  When someone sends you an encrypted e-mail, the individual gets your certificate from the GAL.


1. Insert your smart card into the smart card reader (see Section 2.1, Step 1).
Ensure Outlook is configured to use your smart card certificates (see Sections 2.1 and 2.2).
Access the Outlook 2007 Trust Center window by selecting Tools→Trust Center from the Inbox - Microsoft Outlook window (see Section 2.1, Step 2).
When the Trust Center window appears, select E-mail Security in the left pane, and click Publish to GAL in the right pane.
[image: Outlook 2007 Trust Center window.  The window is divided into two side-by-side panes.  The left pane contains the following choices:  Trusted Publishers, Add-ins, Privacy Options, E-mail Security (which is selected and highlighted), Attachment Handling, Automatic Download, Macro Security, and Programmatic Access.

The right pane is divided into four sections entitled:  Encrypted e-mail, "Digital IDs(Certificates), Read as Plain Text, and Script in Folders.

At the bottom of the window are two buttons:  OK and  Cancel.

What is significate for this graphic is that the Digital IDs section has three buttons:  Publish to GAL (which is highlighted and about to be selected by the cursor), Import/Export, and Get a Digital ID.]
[bookmark: _Toc351472824][bookmark: _Toc351640499]Figure 11:  Outlook 2007 Publish to GAL
When the Microsoft Office Outlook dialog box appears, notifying you that Microsoft Outlook is about to publish your default security certificates to the GAL, click OK.
[image: Outlook dialog box stating that "Microsoft Outlook is about to publish your default security certificates to the Global Address List".  At the bottom of the dialog box are two buttons:  OK (which is highlighted and about to be selected by the cursor) and Cancel.]
[bookmark: _Toc351472825][bookmark: _Toc351640500]Figure 12:  Confirming Certificates being Published to the GAL
When the ActivClient Login dialog box appears, enter the PIN associated with your smart card, and then click OK.
[image: ActivClient Login dialog box asking to "Please enter your PIN" in the PIN text box.  The text box shows asterisks indicating a PIN is entered and the cursor is over the OK button.]
[bookmark: _Ref263253206][bookmark: _Toc351472826][bookmark: _Toc351640501]Figure 13:  ActivClient Login Dialog Box Prompting for Smart Card PIN
	[image: Warning Icon]Warning
	If you are NOT prompted for a PIN or if you are prompted for a CryptoAPI Private Key password (Figure 14), then you did NOT properly configure Outlook to use your smart card certificates (see Section 2.5 for more details).
Note:  If you are using Windows Vista or Windows 7, the PIN prompt may appear different from what is shown in Figure 13


[image: Signing data with your private exchange key window.

The window states that "An application is requesting access to a Protected item" with a text box prompting you to type in your CryptoAPI Private Key.  At the bottom of the window are three buttons:  OK, Cancel, and Details.  A cursor is shown superimposed over the Cancel button.]
[bookmark: _Ref263252789][bookmark: _Toc351472827][bookmark: _Toc351640502]Figure 14:  Microsoft CryptoAPI Private Key Password Prompt
When the Microsoft Office Outlook dialog box appears, notifying you that your certificates were published successfully, click OK.
[image: Microsoft Office Outlook information dialog box stating "Your certificates were published successfully."  At the bottom of the dialog box is a single OK button that is highlighted and about to be selected by the cursor.]
[bookmark: _Toc351472828][bookmark: _Toc351640503]Figure 15:  Notice that Certificates were Published to the GAL
Outlook is now configured to use your smart card certificates.  You may now remove your smart card from the smart card reader.
0. [bookmark: _Ref263777865][bookmark: _Ref263777911][bookmark: _Toc245633475][bookmark: _Ref244944937][bookmark: _Toc351472803][bookmark: _Toc352152388]
Adding the Digitally Sign and Encrypt Message Buttons 
The toolbar buttons [image: Outlook digitally sign message  button  (envelope with red ribbon superimposed on it).  The button graphic is also used as the digitally signed message icon.

] (to digitally sign your e-mail messages) and  [image: Outlook encrypt button (envelope with blue padlock superimposed on it).  The button graphic is also used as the encrypted message icon.

]  (to encrypt your e-mail messages) are automatically added to the Message editor after you configure Outlook to use digital certificates.  See Section 2.2. 
0. [bookmark: _Ref263253430][bookmark: _Toc351472804][bookmark: _Toc352152389]Identifying Your Smart Card Certificates 
1. Insert your smart card into the smart card reader (see Section 2.1).
Start Internet Explorer [image: Windows Internet Explorer screen icon.].
At the Internet Explorer main window, click Tools→Internet Options.
[image: Internet Explorer main window showing menu bar with the Tools menu selected (highlighted).  The Tools drop-down menu is shown, with the cursor over the highlighted Internet Options menu item. ]
[bookmark: _Toc245633413][bookmark: _Toc351472829][bookmark: _Toc351640504]Figure 16:  Internet Explorer Tools Menu
When the Internet Options window appears, click the Content tab, and then click Certificates.
[image: The Internet Options window is shown with the Content tab selected (highlighted) and the cursor displayed over the highlighted Certificates button.]
[bookmark: _Toc245633414][bookmark: _Toc351472830][bookmark: _Toc351640505]Figure 17:  Internet Options Window Showing Content Tab
[bookmark: _Ref239564844]When the Certificates window appears, click the Personal tab.
[image: The Certificates window is displayed with the cursor over the selected (highlighted) Personal tab.   The body of the window is a table listing all of the personal certificates loaded on the sample computer.  The table headings are:  Issued To, Issued By, Expiration Date, and Friendly Name.  One certificate is issued to PIV Users; the other certificates are all issued to the same person.  All of the certificates are issued by HHS-SSP-CA-B7.   Friendly Name is often blank and not used.  

Four of the certicates, including the one issued to PIV Users, have an expiration date of 11/21/2011.  The other two certificates have an expiration date of 9/2/2010.]
[bookmark: _Toc245633415][bookmark: _Toc351472831][bookmark: _Toc351640506]Figure 18:  Certificates Window Personal Tab Showing Expiration Dates
The Certificates window should contain at least one certificate issued to PIV Users and three additional certificates issued to you with the same expiration date as the PIV Users certificate (e.g., 11/21/2011).  These are your smart card certificates.
Note:	There may be a –A,-E  or –S after your name.  If so, this is to assist you in identifying your Authentication, Encryption and Digital Signature certificates.
When prompted to select a certificate, use the expiration date (same as PIV Users) to identify and select your smart card certificates.  If you have multiple PIV Users certificates, select the certificates with the latest expiration date.
	[image: Warning Icon]Warning
	If the Certificates window does not display any PIV Users certificates, or if there are not three additional certificates issued to you with the same expiration date as the PIV Users certificate, then there is a problem with your computer.  Please submit an NIH IT Service Desk ticket to resolve this problem.


You may now remove your smart card from the smart card reader and close the Internet Explorer browser.
1. [bookmark: _Ref244934837][bookmark: _Toc245633489][bookmark: _Ref245518226][bookmark: _Toc351472805][bookmark: _Toc352152390]Using Smart Card Certificates with Outlook 
[bookmark: _Toc351472806][bookmark: _Toc352152391]Digitally Signing E-mail
A digitally signed e-mail message proves that:
The message actually came from the sender’s e-mail address.
The message has not been modified since it was sent.
[bookmark: _Toc245633490][bookmark: _Toc244410951][bookmark: _Toc240777895][bookmark: _Ref240775827][bookmark: _Ref263423597][bookmark: _Toc351472807][bookmark: _Toc352152392]Sending a Digitally Signed E-mail Message
	[image: Caution Icon.]Caution
	Before sending a digitally signed e-mail message, make sure Outlook is configured to use certificates (see Section 2) and that the Digitally Sign Message button [image: Outlook digitally sign message  button  (envelope with red ribbon superimposed on it).  The button graphic is also used as the digitally signed message icon.

] appears on the Message Editor toolbar (see Section 2.4).


1. Create an e-mail message, but do NOT click Send.
Insert your smart card into the smart card reader (see Section 2.1, Step 1).
In the Message window, click the Digitally Sign Message button [image: Outlook digitally sign message  button  (envelope with red ribbon superimposed on it).  The button graphic is also used as the digitally signed message icon.

] and then click Send (see Figure 19)
[image: Outlook 2007 message editor window showing digital signature button (envelope with ribbon on it) selected by a mouse click.  Alternatively, to perform this function, select Options, Security Settings, and then select the check box labeled "Add digital signature to this message."]
[bookmark: _Ref263259390][bookmark: _Toc351472832][bookmark: _Toc351640507]Figure 19:  Sending Digital Signed E-mail with Outlook 2007

When the ActivClient Login dialog box appears, enter the PIN associated with the smart card, then click OK.
[image: ActivClient Login dialog box asking to "Please enter your smart card PIN" in the PIN text box.  The text box shows asterisks indicating a PIN was entered and the cursor is over the OK button.]
[bookmark: _Ref263421247][bookmark: _Toc351472833][bookmark: _Toc351640508]Figure 20:  ActivClient PIN Prompt for Digital Signature
	[image: Information Icon]Information
	You may not be prompted for your PIN if you recently sent another digitally signed e-mail.
Note:  If you are using Windows Vista or Windows 7, the PIN prompt may appear different from what is shown in Figure 20.


After Outlook sends your digitally signed e-mail, you may remove your smart card from the smart card reader.
[bookmark: _Toc351472808]
Reading a Digitally Signed E-mail Message
1. [bookmark: _Toc240777896]A digitally signed e-mail appears in your Outlook Inbox with the digitally signed message icon [image: Outlook digitally sign message icon  (envelope with red ribbon superimposed on it).  The icon graphic is also used as the digitally signed message button.

].  Double-click on the message line to open it like any other Outlook message.
[image: Screenshot of the Outlook Inbox with digitally signed e-mail messages. 

The Inbox shows three rows of received messages, with four columns of information about each message. The first column shows the message icon, the second column shows who sent the message, the third column shows the subject of the message, and the last column is the date/time the message was received.

The top message has a subject of "Unopended digitally signed email" and a message icon consisting of a closed yellow envelope with a red ribbon superimposed over it.  The middle message has a subject of "Opened digitally signed email" and a message icon consisting of an opened white envelope with a red ribbon superimposed over it.  The last message has a subject of "Plain, unsigned email" and a message icon consisting solely of a closed yellow envelope (no red ribbon).]
[bookmark: _Toc351472834][bookmark: _Toc351640509]Figure 21:  Outlook Inbox Indicating Digitally Signed E-mail
Beneath the Subject line is a new Signed By header.  To the far right of the Signed By header is the digitally signed message icon.  A red ribbon icon indicates a valid and trusted digital signature, with the e-mail address of the sender displayed in the Signed By header.
[image: ]
[bookmark: _Ref263321084][bookmark: _Toc351472835][bookmark: _Toc351640510]Figure 22:  Outlook Message with Valid Digital Signature


	[image: Warning Icon]Warning
	If the digitally signed message icon appears as a yellow diamond with a red exclamation mark in it (Figure 23), then there is a problem with the digital signature.  Click on the yellow diamond to obtain an explanation as to why Outlook considers the digital signature to be invalid (Figure 24).


[image: ]
[bookmark: _Ref263321575][bookmark: _Toc351472836][bookmark: _Toc351640511]Figure 23:  Outlook Message with Invalid Digital Signature
[image: Screenshot of the Digital Signature:  Invalid information window.  The top of the window is titled "Certificate Authority Information" and contains the text: 

"Your message was digitally signed with a certificate issued by a Certificate Authority.  The signature is invaid because you have either distrusted or not yet chosen to trust the following Certificate Authority:   Issued by: Common Policy.  Valid from:  10/15/2007 to 10/15/2027.  For more information about the certificate used to digitally sign the message, click Details."  Associated with this text is a Details button located in the middle far-right of the window.

The bottom part of the window is titled "Trusting the Certificate Authority" and contains the text:  

"Trusting a Certificate Authority means that you trust the mail that is digitally signed by certificates issued form that Certificate Authority.  Do you want to trust this Certificate Authority?  If you choose Trust, you must also click Yes on the Root Certificate Store dialog that follows to add the certificate to your system."  Beneath this text are three buttons:  View Certificate Authority, Trust, and Close.

At the bottom of the window is a cleared check box labeled "Warn me about errors in digitally signed e-mail before the message opens." ]
[bookmark: _Ref263321762][bookmark: _Toc351472837][bookmark: _Toc351640512]Figure 24:  Invalid Digital Signature Information Window
	[image: Information icon]Information
	There are a number of reasons that Outlook may not trust the signer’s digital certificate, such as the certificate is expired or revoked (which could have happened after the message was signed, but before you read the message) or Outlook does not trust the Root Certificate Authority (CA) associated with the certificate.  How you treat an invalid digital signature depends upon the importance of the message.  An e-mail with an invalid digital signature should be treated with the same skepticism that you would have with an unsigned e-mail message.


[bookmark: _Toc351472809][bookmark: _Toc352152393][bookmark: _Toc245633491][bookmark: _Toc244410952] Encrypting E-mail
[bookmark: _Toc351472810][bookmark: _Toc352152394]Sending an Encrypted E-mail Message
	[image: Information icon]Information
	You can only send encrypted e-mail to recipients who have certificates published in the GAL (see Section 3.3) or captured in your Contacts list.  To add certificates to your contacts list, have the recipient send you a digitally signed e-mail and then add their address to your contacts list.

	[image: Caution Icon.]Caution
	Before sending an encrypted e-mail message, ensure Outlook is configured to use your certificates (see Section 2) and that the Encrypt button [image: Outlook encrypt button (envelope with a blue padlock superimposed on it).  The button graphic is also used as the encrypted message icon.

] appears on the Message toolbar of the e-mail message (see Section 2.4).


1. Create an e-mail message, but do NOT click Send.
In the Message window, select the Encrypt [image: Outlook encrypt button (envelope with blue padlock superimposed on it).  The button graphic is also used as the encrypted message icon.

] button and then click Send (see  Figure 25)
 [image: Outlook 2007 message editor window showing the encrypt message button (envelope with lock on it) selected by a mouse click.  Alternatively, to perform this function, select "Options", then "Security Settings", and then select the check box labeled "Encrypt message contents and attachments."]
[bookmark: _Ref263408739][bookmark: _Toc245633452][bookmark: _Toc244410818][bookmark: _Toc242704406][bookmark: _Toc242704115][bookmark: _Toc242703813][bookmark: _Toc351472838][bookmark: _Toc351640513]Figure 25:  Encrypting with Outlook 2007
	[image: Warning Icon]Warning
	When sending an encrypted e-mail to an address that does not have an associated digital certificate, the Encryption Problems dialog box appears informing you that one or more recipients have missing or invalid certificates.  For sensitive information, click Cancel so that no data is sent as clear text.  See Section 3.3 for instructions on determining whether a recipient has digital certificates.


[image: Outlook Encryption Problems dialog box saying "Microsoft Outlook had problems encrypting this message because the following recipients had missing or invalid certificates, or conflicting or unsupported encryption capabilities".  This text is followed by a list of email recipients and then the text "Continue will encrypt and send the message by the listed recipients may not be able to read it".   At the bottom of the dialog box are three buttons:
"Send Unencrypted", "Continue" (which is greyed out since none of the recipients have a valid certificate), and "Cancel".]
[bookmark: _Toc245633453][bookmark: _Toc244410819][bookmark: _Toc242704407][bookmark: _Toc242704116][bookmark: _Toc242703814][bookmark: _Toc351472839][bookmark: _Toc351640514]Figure 26:  Encryption Problems Dialog Box
[bookmark: _Toc245633492][bookmark: _Toc244410953][bookmark: _Toc240777897][bookmark: _Toc351472811][bookmark: _Toc352152395]Reading an Encrypted E-mail Message
	[image: Caution Icon.]Caution
	Your digital certificate is used to encrypt e-mail sent to you.  Make sure that Outlook is configured to use your current smart card certificates (see Section 2.2) and that these certificates are published to the GAL (see Section 2.3).  When communicating with someone who does not have access to the NIH GAL (i.e., outside of NIH), first send them a digitally signed e-mail so that they can capture your digital certificate in their own local contacts list (see Section 3.1.1).

	[image: Information icon]Information
	Encrypted e-mail messages are flagged in your Outlook Inbox with the encrypted message icon [image: Outlook Encrypted message icon which appears as an envelope with blue padlock superimposed on it.  The encrypted message icon is also used as the encrypted message button.

] (see Figure 27).  The text of an encrypted e-mail message is NOT displayed in the Outlook reading pane.


[image: Screenshot of Outlook Inbox with encrypted e-mail messages. 

The Inbox shows three rows of received messages, with four columns of information about each message. The first column shows the message icon, the second column shows who sent the message, the third column shows the subject of the message and the last column is the date/time the message was received.

The top message has a subject of "Unopended encrypted email" and a message icon consisting of a closed yellow envelope with a blue padlock superimposed over it.  The middle message has a subject of "Opened encrypted email" and a message icon consisting of an opened white envelope with a blue padlock superimposed over it.  The last message has a subject of "Plain, un-encrypted email" and a message icon consisting solely of a closed yellow envelope (no padlock).]
[bookmark: _Ref263418956][bookmark: _Toc351472840][bookmark: _Toc351640515]Figure 27:  Outlook Inbox Indicating Encrypted E-mail Message
1. Insert your smart card into the smart card reader (see Section 2.1, Step 1).
Double-click the message line in your Inbox (to open it like any other Outlook message).
Enter the PIN associated with your smart card and click OK.
[image: ActivClient Login dialog box asking to "Please enter your smart card PIN" in the PIN text box.  The text box shows asterisks indicating a PIN was entered and the cursor is over the OK button.]
[bookmark: _Ref263421360][bookmark: _Toc351472841][bookmark: _Toc351640516]Figure 28:  ActivClient PIN Prompt for Encrypted E-mail
	[image: Information Icon]Information
	You may not be prompted for your PIN if you recently read another encrypted e-mail message.  
Note:  If you are using Windows Vista or Windows 7, the PIN prompt may appear different from what is shown in Figure 28.


If the e-mail message wass encrypted with a certificate for which you no longer have the associated private key, the Microsoft Office Outlook dialog box appears informing you that you cannot open this item.  If possible, have the sender resend the message using your current smart card certificate.  Otherwise, for information on recovering a prior encryption key contact the NIH IT Service Desk ticket for assistance. 
[image: Microsoft Office Outlook dialog box informing you that "Cannot open this item.  Your Digital ID name cannot be found by the underlying security system."  The dialog box contains a single OK button.]
[bookmark: _Toc245633458][bookmark: _Toc244410825][bookmark: _Toc242704411][bookmark: _Toc242704120][bookmark: _Toc242703818][bookmark: _Toc351472842][bookmark: _Toc351640517]Figure 29:  Microsoft Outlook Cannot Open Item Dialog Box
[bookmark: _Toc245633493][bookmark: _Toc244410954][bookmark: _Toc240777898][bookmark: _Ref240773844][bookmark: _Ref240773651][bookmark: _Ref240773636][bookmark: _Ref240773622]When the Message window appears, you may remove your smart card from the smart card reader.
1. [bookmark: _Ref266344213][bookmark: _Ref266344270][bookmark: _Toc351472812][bookmark: _Toc352152396]
Determining if a Recipient has Digital Certificates
1. From Outlook, look up the individual, in the GAL, to whom you wish to send an encrypted e-mail (you may also look up yourself).  Double-click the entry.  
[image: Outlook 2007 Address Book window showing a single highlighted entry.]
[bookmark: _Toc245633465][bookmark: _Toc244410832][bookmark: _Toc242704417][bookmark: _Toc242704126][bookmark: _Toc242703824][bookmark: _Toc351472843][bookmark: _Toc351640518]Figure 30:  Outlook 2007 Address Book
When the Properties window appears, click the General tab and then click Add to Contacts.  
[image: Outlook 2007 E-mail address properties window showing details about the entry selected in the Address box.  The significant aspect of this graphic is that the Add to Contacts button is selected (highlighted).]
[bookmark: _Toc245633466][bookmark: _Toc244410833][bookmark: _Toc242704418][bookmark: _Toc242704127][bookmark: _Toc242703825][bookmark: _Toc351472844][bookmark: _Toc351640519]Figure 31:  Outlook 2007 User Properties Window
When the Contact window appears, click the Contact tab and then click Certificates in the Show section.
[image: ]
[bookmark: _Toc245633467][bookmark: _Toc244410834][bookmark: _Toc242704419][bookmark: _Toc242704128][bookmark: _Toc242703826][bookmark: _Toc351472845][bookmark: _Toc351640520]Figure 32:  Outlook 2007 General Contact Window
	[image: Information icon]Information
	If you are looking at an entry in your list of local contacts, double-clicking that entry bypasses the Properties window and takes you directly to the Contact window (Step 4).


[bookmark: _Ref263428954]The Contact window displays all of the certificates associated with an individual.  If the individual does not have any certificates published in the GAL, then this list is blank.  If present, then select the default certificate and click Properties.  Proceed to Step 1 in Section 3.3.1.
[image: Outlook 2007 E-mail Contact window.  The Contact tab is selected and in the Show section of the Contact ribbon, Certificates is highlighted.  

The window indicates that "Outlook will use one of these certificates to send encrypted mail to this contact.  You can get a certificate by receiving digitally signed mail from this contact or by importing a certificate file for this contact."  

The bottom half of the window shows "Certificates (Digital IDs)", and listed beneath is a highlighed entry consisting of the contact's name followed by "(Default)".  To the right of the window are five buttons:  Properties (which is being selected by the cursor), Set as Default (which is grayed out since the single entry is already the default), Import, Export, and Remove.
 ]
[bookmark: _Toc244410835][bookmark: _Toc242704420][bookmark: _Toc242704129][bookmark: _Toc242703827][bookmark: _Toc245633468][bookmark: _Toc351472846][bookmark: _Toc351640521]Figure 33:  Outlook 2007 Certificates Contact Window
0. [bookmark: _Ref263429227][bookmark: _Toc351472813][bookmark: _Toc352152397]Examining Certificate Properties
1. [bookmark: _Ref263429287]When the Certificate Properties window appears, click the General tab and examine the information under Certificate Information to ensure that this certificate protects e-mail messages.
[image: Certificate Properties window with four tabs:  General, Details, Certification Path, and Trust.  The General tab is selected with the top of the window showing Certificate Information followed by the text, "This certificate is intended for the following purpose(s):  Protects e-mail messages".  

The tab also shows who the certificate was issued to, that the certificate was issued by the HHS-SSP-CA-B& and that the certificate is valid from 9/2/2008 to 9/2/2010.  At the bottom of the window is a single "OK" button.]
[bookmark: _Ref246757095][bookmark: _Toc245633463][bookmark: _Toc244410830][bookmark: _Toc242704415][bookmark: _Toc242704124][bookmark: _Toc242703822][bookmark: _Toc351472847][bookmark: _Toc351640522]Figure 34: Outlook General Tab in the Certificate Properties Window
	[image: Warning Icon]Warning
	If no certificates are present or the certificate is expired or cannot be verified up to a trusted certificate authority (Figure 35), then you will not be able to send encrypted e-mail to this individual.


[image: ]
[bookmark: _Ref246757235][bookmark: _Toc244410831][bookmark: _Toc242704416][bookmark: _Toc242704125][bookmark: _Toc242703823][bookmark: _Toc245633464][bookmark: _Toc351472848][bookmark: _Toc351640523]Figure 35:  Outlook Certificate Window for Unverified Certificate
You may now exit out of the various windows without actually saving the information to your local contacts lists.
image7.png
ses: National Institutes of Health

Qo The Nation's Medical Research Agency

eSS




image8.jpeg




image9.png




image10.png




image11.jpeg




image12.png




image13.png
& Inbox - Microsoft Outlook -8 x
ANew - | B 23 X | GuReply BReplyto Al & Forward | B W | Cfisend/Receive - (| G Search ackfessbocks v @ ¢
e Edt View Go elp. Type a question for help .
Send/Receive , «
Instant Search , ==
[ Address Book..  Ctrl+Shift+5 o
. . [Newestontop |+ | 9
Organize 2 =]
[bicsystems.com 204 AN S
[ For Follow Up [1] sting Minutes from 08/04 9 o
5 Sentitems Transhare Administrator DO NOTREPL)  Wed 700 P g
Mail Folders | Geptember 22nd
‘B rawan Mailbox Cleanup... nGosagor [
@ Empty "Deleted Items" Folder [Chapter 2811 NIH Policy on Smartcard Use
3 & Mailbox-Siverman| & pecover Deleted ftem: ny (/0D/0RS) [ Wed 5115 P
@ Deletedltems (| o gust 26, 2009 —
(2 Drafts [26] s > fertuwem @ Wed 423 P v
(3 Inbox Macro » fou [ o
niel (NIH/OD/ORS) [ Wed #08 P g
cf  Account Seffings.. estto abtain PV cards for software testers 3
e weazstm 7
e |Access Management at HHS [AMHHS) : Collaboration Nott. £
Calendar Gptions vis (US - MeLean) Wed 1:16 P -
E-mail Scan Properti leeting Minutes from 08/04
Scan for Viruses...
196 Items. 2 online with Microsoft Exchange





image14.png
Trust Center

it
f—
——
PRS-
P

Programmatic Access

Encrypted e-mail

[ Encrypt contents and attachments for outgoing messages
[0 Add digita sgnature o outgoing messages

Send clear et signed message when sending signed messages
0] Request S/MIME receipt for al S/MIME signed messages

Defautt Setting: | ActivClient Certiicates v | [ Settings...

Digital IDs (Certificates)

E DigitalIDs or Cetificates are documents thatallow you to prove your dentity in electronic

Impowbpor. | (Getzvigi

(0] Read sl standard i inplsin text

Read alldigitally signed mail in plain text
Scriptin Folders

[ Allow script in shared folders
in Public Folders





image15.png
Change Security Settings

Securiy Setting Prefereces
Securiy Settings Neme:

Default Security Setting For this cryptographic message format

efault security Setting for all cryptographic messages

Securty Labels, New Dekte

Certficates and Algorkthms

Sorin st (o

Hash Algorithm;

Enryon oo (o

Encryption Algorthm: [ 3pES

Send these certficates vith signed messages

Ca)





image16.png
Change Security Settings

Securiy Setting Prefereces
Securiy Settings Neme:

Cryptography Format: [SMIME

[JDefaule Security Setting for this cryptographic message format.

Securty Labels,

Certficates and Algorkthms

Signing Certiicae:
Encryption Certicate:

Send these certficates vith signed messages





image17.png
Change Security Settings

Securiy Setting Prefereces
Securiy Settings Neme:
My PRI

Cryptography Format: [SMIME

[JDefaule Security Setting for this cryptographic message format.

Securty Labels,

Certficates and Algorkthms

Signing Certiicae:

Send these certficates vith signed messages

Enryoion Coriicate




image18.png
Select Certificate

Select the certicate you wank to use,

Issuedto | Issuedby | IntendedP... Friendyna... Expiration

[EVarkSiv... HA5-55P-C...  Clent Auth, 9l2j2010

] 3

oy [vow conpeae




image19.png




image20.png
Change Security Settings

Securiy Setting Prefereces
Securiy Settings Neme:
My PRI

Cryptography Format: [SMIME

[JDefaule Security Setting for this cryptographic message format.

Securty Labels,

Certficates and Algorkthms

Saning Corcat

Hash Algorithm;

Encryption Certficate Choose.

Send these certficates vith signed messages





image21.png
Change Security Settings

Securiy Setting Prefereces
Securiy Settings Neme:
Hy K|

Cryptography Format: [SMIME

Default Security Setting For this cryptographic message format

efault security Setting for all cryptographic messages

Securty Lobl e

Certficates and Algorkthms

Saning Corcat

Hash Algorithm;
Encryption Certicate:
Encryption Algorthm: [ 3pES

Send these certficates vith signed messages





image22.png
Trust Center

e

Programmatic Access

Encrypted e-mail

q, [ Encrypt contents and attachments for outgoing messages
[0 Add digita sgnature o outgoing messages

Send clear ter signed message when sending signed messages
01 Reaquest S/MIME receiptfor all /MIME signed messages

Default Setting:

Digital IDs (Certificates)

[3 DigitalIDs or ertificates are documents that allow you o prove your identity i electronic transactions.
Publishto GAL.. | [ Import/Esport. ] [ Get  DigitalID.

Read as Plain Text

(0] Read sl standard i inplsin text

Scriptin Folders

01 Allow script i shared folders
Allow script n Public Folders





image23.png
A\ st Ok o 1o it your fuk sy crfcstestothe Gobel s s

oy

Cancel




image24.png
Actividentity

ActivClient

Please enter your PIN.

PIN ,---~—
&=





image25.png
Signing data with your private exchange key

CiyptadPl Pivate Key |
[ Remember password





image26.png
Microsoft Office Outlook

\7[) ‘our certificates were published successfuly,





image27.png




image28.emf

image29.png




image30.png
£ National Instituf

>f Health (NIH) - Home Pag indows In... X
&~ [@ v ningov (%) (x] [€ cooge
Fie Edt View Favories Help
e Favoritss | g5 ) htps-n  DetS Browsing History CrivshiftsDel | o
InPrivate Browsing CirivshiftsP N
@ National Institutes of Health  Recpen Last Browsing Session iafety ¥ Tools~ @~
InPrivate Filtering CirlvshiftsF A
InPrivate Filtering Settings
s = Enpoyee o | o
PR Pop-up Block »
‘esy Nationg rsoeer
ol SmartScreen Fiter ,
e Manage Add-ons
Compatibiliy View
Compatibiliy View Settings
=
TP NiHataGlance | TSR
Fecd Deorery (flu)
A Training atNIH Windows Update k
bric: i
M JobsatNIH Developer Tooks F12

& visitor Info

Subscriptions

Windows Messenger
Diagnose Connection Problerms
Sun Java Console

Ip you safe b

<

Enables you to change settings





image31.png
Internet Options

General | Securty | Privacy | Content | Connections | Programs | Advanced
Content Advisor

Rotings help you controlthe Intermet content that can be:
viewed on ths computer.

Centficates

re Use certficates for encrypted connections and identfication.

(crarssame ) [cotrms,J(_pwen ]

AutoComplete

AutoComplete stores previous entries Settings

on ebpages and suggests matches
for you:

Feads proves udted canan fom

webstes that can be read n Internet
Explorer and other programs.





image32.png
Certificates

Intended purpose: | <All>

Pevsa‘na\ Other People | Intermediate Certfication Authorties | Trusted Root Certicatior ¢
Issued To Issued By Expiration Date | Friendly Name
B users HHS-SP-CAB7  11/21/2011 <one>
EVarkL. Siverman  HHS-SSP-CA-B7  11/21/2011 <one>
EVarkL. Siverman  HHS-SSP-CA-B7  11/21/2011 MarkL sikerman's
EVarkL. Siverman  HHS-SSP-CA-B7  11/21/2011 <one>
EvarkSiverman HHS-SSP-CA-B7  9j2/2010 <one>
EvarkSiverman  HHS-SSP-CA-B7  9j2/2010 <one>

o)

Centficate ntended purposes





image33.png
Message

Inset  Options  FormatText

Digitally Signed Email Message - Messag...

-8 x

- 8-
. 2 ¥

I

Address Check Follow Speling
Book Names “ | upe
Clipboard 5 Basic m Names | Include | Options 13 Proofing
‘This message has not been sent. Digitally Sign Message
Emr T
other people can be sure that t
(=) came from you.
Subject [Digtaly Sgned Email Message
—
A sample Digitally Signed Email Message ¥
<[ m ] »





image34.png
#/ D) 8 From Subject Received. 54

4 Siverman, Mark (NIH/OD) (] Unopened digitally signed email  Fri 6/4/2010 10:22 AM
Silverman, Mark (NIH/OD) [ Opened digitallysigned email  Fri6/4/2010 10:14 AM
Siiverman, Mark (NIH/OD) (€] Plain, unsigned email Fii /472010 10:13 AM

iorgan Staniey Smith Barney  Vaur Monthly Statement is fow Av.. Fii6/4/3010 1013 Al





image35.png
oo s plcs s v e s syon 200 57

Mark L Silverman; CISSP, PAP.
Natonal Instutes of et
Offce of ChiefInformaton Offcer





image36.png
Digtally Signed email - Message (HTML)

st ool o e ey o 200 T

Mork L Siverman; CISSP, PIP.
National Instiutes o Health
Offe of Chief Information Offcer
0:301 4962317

C:260620.3202

Mark Sivernan@nin gov





image37.png
Digital Signature: Invalid

Certificate Authority Information
Vour message was digitally signed with a certficate issued by a Certficate.
Authorty.

The signature is invalid because you have ether distrusted or not
ek chosen totrust the folowing Certficate Authoriy:

Issuedby:  Common Policy

Valid From:  10/15/2007 to 10152027
For more information abaut the certficate used to digitaly sign the message,

Trusting a Certiicate Authority means that you trust mai that isdigtally
signed by certicates ssued From that CertFicate Autharkty

Do you want ta trust ths Certiicate Authoriy?

I you choose Trust, you must also lck Yes on the Roo Certicate Store:
dislog that Follws t add the certicate to your system.

[ vomcontimo punorty. ) [ tm ] [

[Cwwarn me about errors in digitally signed e-mail before message opens.





image38.png
H9 0+ v Encrypted Email Message - Message (HT.. = B X
Message | Inset  Options  Format Text @
& | [aal o - 0w (=N 2,
= e EL N
aste ress Check ollow elin
) o o || - o @ =
Clipboard 1 Basic Text & Nemes Include 5| Options 1% | Proofing
[e.. ) siverman, vark Encrypt
(=) Encrypt this message to make t
harder for unauthorized people to
Subject: | Encrypted Email Message read it
A sample Encrypted Email Message -
< 3





image39.jpeg
Encryption Problems

the follwing recipients had missing or nvalid certficates, or conficting
or unsupported encryption capabiltes

Siverman, Mark (NIH/OD) [€]

. Mirosoft Office Outlook had problems encrypting this message because.

Continue wil encrypt and send the message but the lsted reciients
may not be able to read i

Sendnenypied





image40.png
#/ D) 8 From Subject Received. 54
@ Silverman, Mark (NIH/OD) (] Unopened encrypted email Fii 6/4/2010 10:35 AM
Silverman, Mark (NIH/OD) [ Opened encrypted email Fii6/4/2010 10:10 AM
Siiverman, Mark (NIH/OD) [E] __Plain, un-encrypted email Fii 6/4/2010 10:09 AM
Silverman, Mark (NIH/OD) [E]  Un-opended encrypted email Fii 6/4/3010 10:00 AM





image41.png
LA\, comotopn s . YDl e cmnbe e bt g sty ssen.

ey




image42.png
B Address Book: Global Address List

File Edit Took

Search: () Name only O More columns  Address Book.

Shvernan,Mar ]

Advanced Find

Name

Tt

Business Phone

§ Sivermen, Merni (MIH/NIVH) (<]
§ Sivermen, Peter (IHINIAAA) [E]
€ Siverman, Phylis M (FoR)

y Siverman, 5ol (AACE)

€ Siverman, Steven D (FOR)

€ Siverman, Toby A (FDA)

§ sivers, Laure (MIHININDS) [€]

€ Sivers, Linda £ (FDA)

2 Sivers, Siney (1H5)

§ Sivers, Thomas (MIHINGD) [<]

§ Sivers, Tiuana (NIHINIDDK) €]
€ Siversmith, Anne (1H5)

€ Siversrith Gernds (IHS)

€ Siversmith, Jossphine (115)

y Siverstith Sad (IHS)

€ Sivrtein, Tann (0F) - Denrtedd WINAING
<

Post Doc IRTA
Deputy scentii Director

Professor
SLPY REGLLATORY COUNSEL
SUPY MEDICAL OFFICER
Adrinistrative Techrican

Nursing Assstant
A

301.496.4562
301.402.6%66
3017966049
415,476,547
301-796-4691
a01-827-3524
301.496.6731
a01-827-2583
928/674-7587
301.846.5075
301,402,058
(602) 263-1500

oa7arem

S05-722-1201

(o28y725-5735

415,437 A1RT
>





image43.png
& Silverman, Mark (NIH/OD) [E]

General | organzaton | Phonefhotes | Hember of | Emal Addresses

Name

Frst: Vark |miek: L | Last Siverman

Display: Siverman, Mark (NIHJOD) [E.| Als: sivermm

Addess: WSC 4800 Tie:
10401 Fernwood Rd

oPDIY]Company:

% Bethesda 1c/Department: 0D
State: ) LabiEranchiOffce: | ODJOCIOITAO

2p code: 20892 Buidng{Room: FERN/3DLL

CountryRegion: | United States Phone: 301.496,2317





image44.png
Mark Silverman - Contact

196 HEYY
b S e Cogi oo | g
Close X Delete: Cod - v & T

Acton: Options Procfing

i Sverman
oy r Showthe Ceficates page o the
contat nwhichyou con ore
Joo e Digtl s used 0 send encrypted 000 e 7ok
. Soverman v |_ a1 contact. %) o sxondie
— petavemeenon

[@eme. ) [ocemmenon e S
oo 5 0052

. Siermn e 09400 € mrk e gon

[y —

e scaress:
fnone numbers

s )]
ome )
(Busness e )£
onte. (7] [imsmosz

fsne ) e

Elmaistnemsing | Eenesdy o 652





image45.png
T Mark Silverman - Contact -8 x

[ ©
| @l SoveiNew - | 3 Generol (B3 Contcates] % o 5 F Y @ Ay
W Send - ) Details ] AllFields @ # L d @
swen e Meeing Gat Busns i Cotgorae Flow o | Splng
Actons Show Communicate Optons Proofing

‘Outlook will use one of these certficates to send encrypted mail to this contact.
You can get a certficate by receiving digitally signed mail from this contact or by importing a certficate fle for this contact.
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General | Detals | Certfication Path | Trust

EE] coniionte tntomaton

This certificate is intended for the following purposels):
*Frotects email messages

Issued to: Mark Siverman

Issued by: HHSSSP-CA7

Valid from 9/2/2008 to 9/2/2010

Issuer Statement
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General |Detais | Certfication Path

;e:’x Certificate Information

This certificate cannot be verified up to a trusted
certification authority.

Issuedto: MarkL. Siverman

Issuedby: HHS-SSP-CA-87

Valid from 6/2/2009 to 11/21/2011

Issuer Statement
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